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Granting Authority Over Your Digital Communications 
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On February 3, 1812, John Adams wrote to Thomas Jefferson, in part: “Your Memoranda of the 

past, your Sense of the present and Prospect for the Future seem to be well founded, as far as I see. 

But the Latter i.e. the Prospect of the Future, will depend on the Union: and how is that Union to 

be preserved? *** The Union is still to me an Object of as much Anxiety as ever Independence 

was.”1  The famous correspondence of these two Founding Fathers continued until their deaths on 

the same day, July 4, 1826. 

When President Adams wrote to President Jefferson, his letter was written on paper and it became a 

possession of President Jefferson.  Adams’ heirs and estate representative would have had no access 

to the document without the permission of Jefferson’s heirs and estate representative (and, of 

course, there were no copy machines, scanners or photographic equipment for Adams to efficiently 

keep a copy). 

Today, however, virtually all written communications are transmitted electronically.  If the two 

Founding Fathers had exchanged emails, the heirs and estate representative of either Founding 

Father could see all the communications, sent and received, just by checking their electronic 

mailboxes, right?  It depends … 

Generally, heirs or estate representatives will have no rights to electronic communications of a 

deceased person (the “decedent”).  The terms of service (TOS) agreements with email providers 

forbid access to anyone other than the account owner.  Furthermore, using the user name and 

password of the decedent (i.e., pretending to be the decedent as the account owner) may violate 

Federal privacy laws and potentially be punishable as a criminal offense. 

Earlier this year, Maryland adopted the Revised Uniform Fiduciary Access to Digital Assets Act.2  

The default rule under this Act gives the estate representative, known as the Personal Representative 

in Maryland, the ability to access the decedent’s digital assets and a catalogue of the digital 

communications (heirs or beneficiaries, not acting as a Personal Representative, have no such 

                                                           
1 “John Adams to Thomas Jefferson, 3 February 1812,” Founders Online, National Archives, last modified December 6, 
2016, http://founders.archives.gov/documents/Jefferson/03-04-02-0361.  [Original source:  The Papers of Thomas 
Jefferson, Retirement Series, vol. 4, 18 June 1811 to 30 April 1812, ed. J. Jefferson Looney. Princeton: Princeton University 
Press, 2007 pp. 473-476.] 
2 MD Code Ann., Trusts & Estates, §§15-601 – 620.  Approximately 20 states have enacted the RUFADAA and it has 
been introduced in another 13 states.  At present, Virginia has enacted the Privacy Expectation Afterlife and Choices Act 
and D.C. has not yet introduced any such legislation.  Florida has adopted the RUFADAA, with certain modifications.  
For purposes of adding language to Wills, trusts and durable powers of attorney to grant or deny access to digital assets, 
we are recommending that the provisions be consistent with the RUFADAA because we expect that some form of this 
uniform law will be adopted by most all states 

http://founders.archives.gov/documents/Jefferson/03-04-02-0361
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authority).3  The catalogue of the digital communications includes information that identifies the 

person with whom the decedent had electronic communications, the date and time, and electronic 

address of the person.  The catalogue of the digital communications is akin to the outside of the 

envelope information.  This information could be helpful to the Personal Representative in 

identifying the decedent’s assets, such as checking and brokerage accounts that were accessed 

electronically by the decedent. 

Importantly, the Personal Representative of the decedent has no authority under the default rules to 

obtain the content of the decedent’s electronic communications – i.e., inside the envelope 

information.  Therefore, in the Presidential example, Adams’ heirs would still need to seek the 

permission of Jefferson (or his heirs or Personal Representative) to see the content of Adams’ 

electronic communications to Jefferson.  This result is consistent with the historical construct when 

paper was in use.   

However, in the digital world, it is even more complicated because Adams’ heirs would also not be 

able to see the content of Jefferson’s electronic communications to Adams because these too would 

be housed in Adams’ email account, whereas historically the paper letters that Adams received from 

Jefferson would be among Adams’ papers.   In the digital age, with Adams and Jefferson dying on 

the same day, the content of their electronic communications may have been lost to cyberspace with 

no one having sufficient authority to access them for posterity’s sake. 

The default rule for a durable power of attorney is also that the agent has the ability to access the 

principal’s4 digital assets and a catalogue of the digital communications, but not the content of the 

principal’s electronic communications. 

Most clients, in addressing their estate planning, would want their fiduciaries to have the authority to 

access their digital property (photos, airline rewards, online purchasing accounts, etc.) and to have 

digital access to bank accounts and other similar accounts.  Most clients would also want to enable 

access to the catalogue of communications to help the fiduciaries in finding, accessing and obtaining 

their digital assets.5 

The critical question to consider is whether to grant the agent in your durable power of attorney and 

Personal Representative serving under your Will with authority to access the content of your digital 

communications.  This is optional and beyond the default rules.  For your agent under a durable 

power of attorney or your Personal Representative to be authorized to assess the content of your 

digital communications, the durable power of attorney and Will, respectively, must specifically 

                                                           
3 The exceptions to the default rule are that the user may specifically prohibit disclosure of digital assets or a court order 
may direct otherwise.  Also, it is important to understand that the fiduciary essentially “steps into the shoes” of the 
account holder.  When taking action concerning a digital asset, a fiduciary or designated recipient is bound by the same 
authorizations and limitations that bound the account holder before the incapacitation or death of the account holder.  
Under RUFADAA, for the purposes of fraud, unauthorized computer access, and criminal law provisions, a fiduciary is 
considered an authorized user. 
4 The person establishing a durable power of attorney is referred to as the “principal” and such powers of attorney are 
used to give the “agent” the authority to manage the principal’s assets, particularly in planning for the principal’s 
incapacity. 
5 Of course, this is not absolute and a client may specifically prohibit access to digital assets and the catalogue of 
communications. 
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provide that power.6  We are now incorporating optional provisions in our documents for you to 

select the desired level of authorization.  Of course, you may specifically indicate that your 

fiduciaries are not authorized to have access to the content of your electronic communications.  In 

deciding how to resolve this question, some considerations include: 

 Your communications are part of your legacy, just at the letters between Adams and 

Jefferson tell us a great deal about them.  Preserving your communications, at least the 

thoughtful and considerate ones, can be an interesting and personal connection with your 

future descendants.  Without planning for preservation, as we all transition more and more 

to digital formats, some of this communication may be lost, and therefore the connection 

between past and future generations may be at risk. 

 Not all electronic communications, however, merit preservation.  In the times when written 

letters were the norm, such as the early 19th century when Adams and Jefferson 

corresponded, perhaps more care was given to the content and tone.  Today, electronic 

communications are frequently more in the nature of verbal conversations.  Often these are 

done quickly and with less thoughtfulness.  Even so, much of these electronic 

communications will live on in the digital world and would be accessible to a fiduciary who 

is adequately authorized to obtain them. 

 Consider if the person to be appointed as your fiduciary for financial and legal matters is 

appropriate to also be empowered to access the content of your electronic communications.  

The latter fiduciary will be the gatekeeper of your digital communication legacy.  If your 

heirs and beneficiaries are to gain access to your electronic communications, it will be 

through this fiduciary.  Consider whether such fiduciary should be granted the authority to 

preserve the digital communications or not in the fiduciary’s discretion, to distribute (or not 

distribute) the communications among your heirs and beneficiaries, and to close and delete 

your email and social media accounts. 

 The fiduciary appointed may consider wading through all of the deceased person’s electronic 

communications an undesirable task.  A professional fiduciary may require parameters to be 

established for this function and to be relieved of liability for handling such materials and 

closing/deleting the decedent’s email and social media accounts.  Historically, a decedent’s 

papers and writings were part of the tangible personal property given to the spouse or 

children, and the fiduciary’s responsibility was primarily limited to delivering the materials to 

the rightful recipients.  A decedent’s Will could instruct the fiduciary to obtain the 

communications and without review deliver them to individual family members to dispose 

of them as they see fit – i.e., similar to the historic paradigm. 

                                                           
6 This authorization could also be provided via an online tool if the account provider has made that service available 
(e.g., Facebook’s Legacy Tool and Google’s Inactive Account Manager).  If the online tool allows modification or 
deletion of disclosure preferences at any time, this online method of modification supersedes any conflicting direction by 
an individual in a Will, trust, power of attorney, or other record.  If a user does not use an online tool to give direction 
regarding a user’s disclosure preferences, then a Will, trust, power of attorney, or other record supersedes any contrary 
provision in an online TOS.  However, if the user is required to act affirmatively and distinctly from the usual assent to 
the TOS, then the relevant TOS provisions prevail. 
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 Finally, note that the discussion above only applies to digital accounts owned by the 

deceased person.  An employer provided email account, for example, is owned by the 

employer.  Typically, the decedent’s fiduciary (or the heirs and beneficiaries) will have no 

access to such employer accounts. 

If you have any questions, please contact one of our lawyers. 

 

 RICHARD S. FRANKLIN bio    
 rfranklin@mcarthurlaw.com   
 
 

 
 
DISCLAIMER: This material is not intended to constitute a complete analysis of all tax or legal 

considerations.  This material is not intended to provide financial, tax, legal, accounting, or other 

professional advice.  Consult with your professional adviser to obtain counsel based on your 

individual circumstances. 
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